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A b s t ra c t — We  p re s e nt  a  t e s t  m e t ho d o lo g y  f o r 

e s t im a t ing  s y s t e m  e rro r ra t e s  o f  Fie ld  
Pro g ra m m a b le  Ga t e  Arra y s  ( FPGAs )  m it ig a t e d  
w it h  Trip le  Mo d ula r Re d und a nc y  ( TMR) .   The  t e s t  
m e t ho d o lo g y  is  f o und e d  in  a  m a t he m a t ic a l 
m o d e l,  w hic h  is  a ls o  p re s e nt e d .   Ac c e le ra t o r d a t a  
f ro m  9 0 nm  Xilinx  Milit a ry / Ae ro s p a c e  g ra d e  FPGA 
a re  s ho w n t o  f it  t he  m o d e l.   Fa u lt  in je c t io n  ( FI)  
re s u lt s  a re  d is c us s e d  a nd  re la t e d  t o  t he  t e s t  
d a t a .   De s ig n  im p le m e nt a t io n  a nd  t he  
c o rre s p o nd ing  im p a c t  o f  m ult ip le  b it  up s e t  ( MBU)  
a re  a ls o  d is c us s e d .  

 
Ind e x  Te rm s — S ing le  Ev e nt  Up s e t ,  Trip le  

Mo d ula r Re d und a nc y ,  Fie ld  Pro g ra m m a b le  Ga t e  
Arra y ,  Erro r Ra t e  Ca lc u la t io n .  

 

I. INTRODUCTION 
arious  m e t hodo log ie s  fo r e rro r de t e c t ion and  
corre c t ion (EDAC) have  be e n de ve lope d  ove r 

t he  ye ars  t o  m it iga t e  t he  s ys t e m -le ve l im pac t  o f 
de vice  e rro rs .  The  fundam e nt a l func t ion o f an 
EDAC m it iga t e d  s ys t e m  is  t o  lim it  t he  e ffe c t  o f b it -
e rro rs  a t  t he  s ys t e m  le ve l.  De vice s  harde ne d  
aga ins t  s ing le  e ve nt  ups e t  (SEU)  via  EDAC re quire  
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unconve nt iona l m e t hods  fo r e s t im at ing  s ys t e m  
e rro r ra t e s  fo r s pace  e nvironm e nt s ; s im ply 
int e g ra t ing  a  c ros s -s e c t ion ve rs us  line ar e ne rgy 
t rans fe r (LET)  curve  wit h an e nvironm e nt a l LET 
s pe c t rum  is  ins uffic ie nt  as  t he  ca lcula t e d  s ys t e m -
e rro r c ros s -s e c t ion has  a  ups e t  e rro r ra t e  
de pe nde nce  [1 ] -[4 ]  ( flux de pe nde nce  if t he  LET is  
cons t ant ) .  The  e rro r ra t e  de pe nde nce  occurs  in 
s ys t e m s  m it iga t e d  t hrough re dundancy due  t o  t he  
ne e d  fo r t wo  ups e t s  t o  occur in a  g ive n loca t ion in 
a  s e t  window of t im e .  He nce , t he  g re a t e r t he  ra t e  
o f ups e t , t he  highe r t he  p robab ilit y t ha t  t he  e rro r 
will occur. This  re s e arch s pe c ifica lly t a rge t s  TMR-
bas e d  EDAC m it iga t ion, im ple m e nt e d  wit hin 9 0 nm  
Xilinx St a t ic  Random  Acce s s  Me m ory (SRAM) bas e d  
FPGAs .  The  approach t ha t  we  p re s e nt  is  t o  
e xpe rim e nt a lly (via  a  part ic le  acce le ra t o r)  de rive  
s ys t e m  e rro r ra t e s  as  a  func t ion o f t he  unde rlying  
b it -flip  ra t e .  The ore t ica l m ode ls  a re  p re s e nt e d , and  
com pare d  t o  da t a  ob t a ine d  a t  flux le ve ls  p rac t ica l 
fo r e xpe rim e nt a l work, t ha t  can be  e xt rapo la t e d  t o  
t he  lowe r flux le ve ls  e xpe rie nce d  in s pace . 
 A com plim e nt ary approach t o  e s t im at ing  
s ys t e m  e rro r ra t e s  d is cus s e d  in t his  pape r is  fault  
inje c t ion.  In FPGAs , fault  inje c t ion is  a  t e chnique  
whe re by configura t ion b it s  a re  inve rt e d  t o  s im ula t e  
an SEU, while  t e s t  ve c t o rs  a re  app lie d  and  t he  
de vice  out put  m onit o re d .  While  fault  inje c t ion is  
no t  com pre he ns ive  in t he  e va lua t ion o f fa ilure  
m ode s  o f an FPGA, we  have  s hown it  t o  be  ve ry 
re pre s e nt a t ive  o f t he  m e as ure d  s ys t e m  e rro r ra t e s , 
as  s ing le  po int s  o f fa ilure  in a  de s ign is  an e ffe c t ive  
approxim at ion t o  t he  ove ra ll s ys t e m  e rro r ra t e . It  
s hould  be  no t e d  t ha t  t his  m e t hodo logy only app lie s  
t o  de vice s  whos e  e rro r ra t e s  a re  dom inat e d  by a  
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s ing le  ups e t  m ode  ( in t his  cas e  configura t ion 
ups e t s ) .  This  doe s  no t  app ly t o  de vice s  whe re  
e rro r ra t e s  a re  de t e rm ine d  via  various  SEE, s uch as  
SEU in d iffe re nt  re s ource s , o r a  com bina t ion o f SET 
and  SEU. 

II. BACKGROUND 
In t his  s e c t ion we  p rovide  a  high-le ve l de vice  

de s c rip t ion in o rde r t o  p rovide  t he  re ade r wit h an 
a rchit e c t ura l m ode l t o  be t t e r unde rs t and  t he  e rro r 
ra t e  m ode l. We  a ls o  p rovide  an ove rvie w of t he  
im ple m e nt e d  de s igns  and  an abbre via t e d  look int o  
t he  e rro r-ra t e  m ode l. 

A . De v ice  De s crip t ion 
For t his  t e s t ing  we  t a rge t e d  a  Xilinx 

XQR4 VLX2 0 0 , which is  in t he  Virt e x-4  fam ily o f 
1 .2 V SRAM-bas e d  FPGA.  Tab le  I be low provide s  a  
lis t  o f t he  a rchit e c t ure  re s ource s .  Se e  [5 ] -[7 ]  fo r 
de t a ile d  de vice  de s c rip t ion. 

 
T ABLE I 

XILINX VIRTEX-4  XQR4 VLX2 0 0  FEATURE SET 

 De s c rip t io n  XQR4 VLX2 0 0  

CFG* Configura t ion Bit s  4 3 .0 ×1 0 6  
BRAM Block Me m ory Bit s  6 ,1 9 3 ,1 5 2  

LOGIC 
Slice s  (2  Lookup  
Tab le s / s lice s )  

8 9 ,0 8 8  

DSP** 1 8 x1 8  MACs   9 6  
DCM Dig it a l Clock Manage rs  1 2  
IOBs  Input / Out put  Blocks  9 6 0  
CLB Configura t ion Log ic  Block 5 0 ,1 1 2  
   *   Only re a l m e m ory ce lls  in t he  Configura t ion Bit  St re am  are  
count e d  he re  (no t  count ing  BRAM)  
  **  MAC=m ult ip ly-and-accum ula t e  b lock for d ig it a l s ignal 
p roce s s ing  (DSP)   
 
The  fo llowing  de vice  a rchit e c t ure  de s c rip t ion 
corre s ponds  t o  Virt e x-4  fam ily o f FPGAs , but  can 
ge ne ra lly be  app lie d  t o  a ll Virt e x de vice s  up  t o  
Virt e x-4 .  The  configura t ion log ic  b lock (CLB)  is  t he  
fundam e nt a l com pone nt  o f t he  FPGA t ha t  p rovide s  
func t ion ge ne ra t o rs , re g is t e rs , and  rout ing  cont ro ls . 
The  CLB a llows  fo r im ple m e nt a t ion o f m acros  o r 
o t he r func t ions .  Each CLB is  conne c t e d  t o  a  s wit ch 
m at rix and  t he n t o  t he  ge ne ra l rout ing  m at rix. A 
bas ic  unde rs t and ing  o f t he  CLB and  t he  
im ple m e nt a t ion op t ions  s urround ing  it  is  im pe ra t ive  
in m it iga t ing  various  SEE re s pons e s . The re  a re  four 
s lice s  in any g ive n CLB and  e ach s lice  cont a ins  2  
look-up  t ab le s  (LUT) , 2  re g is t e rs  [ flip -flops  (FF)  o r 
la t che s ] , and  carry log ic . Two of t he  4  s lice s  in 

e ach CLB can be  configure d  int o  6 4  b it s  o f 
d is t ribut e d  RAM (LUTRAM) or 6 4  b it s  o f s hift  
re g is t e rs  (SRL1 6 ) .  Each LUT can be  configure d  int o  
an a rb it ra ry, us e r-de fine d , 4 -input  Boole an func t ion.  
The  re g is t e rs  can e it he r be  configure d  as  e dge -
t rigge re d  D-t ype  flip -flops  o r le ve l s e ns it ive  la t che s .  
The  cont ro l s igna ls  inc lude  c lock (CLK), c lock 
e nab le  (CE) , and  s e t / re s e t  (SR) .  The  cont ro l 
s igna ls  o f t he  re g is t e rs , a long  wit h cont ro l s igna ls  
o f o t he r p rim it ive s  in t he  de vice , a re  p rovide d  log ic  
le ve ls  wit h we ak ke e pe r pull-ups  and  pull-downs  
known as  ha lf-la t che s .  Half-la t che s  a re  fixe d  wit hin 
t he  FPGA, i.e . t he y a re  no t  cont ro lle d  by 
p rogram m able  b it s  and  t he re fo re  canno t  be  
s c rubbe d , but  a re  rout e d  t o  t he  corre c t  loca t ion.  
The  we ak re s is t ive  t ie s  can be  ove rridde n by any 
hard  rout ing  s igna l.  The  func t iona lit y o f a ll o f t he  
a rchit e c t ura l com pone nt s  a re  de fine d  and / o r 
init ia lize d  by configura t ion b it s .  SEU of t he  
configura t ion b it  is  t he  dom inat ing  e rro r m ode  from  
a  s ys t e m  pe rs pe c t ive . That  is  t o  s ay, SEU t o  
configura t ion b it s  dom inat e  s ys t e m -le ve l fa ilure s  
re la t ive  t o  ups e t s  t o  flip -flops , BRAMs , LUTs , e t c . 

 

B. De s ign De s crip t ion 
Two s e t s  o f de s igns  we re  s t ud ie d .  The  firs t  

was  a  s ca lab le  “count e r” de s ign and  t he  s e cond  
was  a  d ig it a l c lock m anage r (DCM) m it iga t ion 
de s ign. All de s igns  us e d  t he  Xilinx TMRTool [8 ] -[9 ]  
t o  aut om at e  t he  t rip lica t ion p roce s s .  The  count e r 
de s ign was  im ple m e nt e d  bo t h as  a  fully m it iga t e d  
and  part ia lly m it iga t e d  de s ign.  Tab le  II p rovide s  an 
ove rvie w of t he  de s ign’s  re s ource  ut iliza t ion. 

 
T ABLE II 

XQR4 VLX2 0 0  RESOURCE UTILIZATION 

 Re s o urc e  Ut iliz a t io n  
De s ig n  % S lic e s  % LUT % FF 
Full TMR 3 7 % 2 9 % 1 0 % 

Part ia l TMR 4 1 % 2 9 % 1 5 % 
 
The  part ia lly m it iga t e d  de s ign le ft  ce rt a in de s ign 
e le m e nt s  unm it iga t e d  (unt rip lica t e d) .  In e ach o f 
t he  count e r de s igns , a  m odule  o f 1 3  8 -b it  count e rs  
was  im ple m e nt e d  as  t he  bas e  build ing  b lock and  
s ca le d  t o  fill t he  de s ign. Sing le , t rip lica t e d  c locks  
and  re s e t  line s  we re  p rovide d  fo r t he  s ca le d  
count e r de s igns .  Unique  init ia liza t ion va lue s  we re  
us e d  fo r e ach o f t he  8 -b it  count e rs .  

The  m it iga t e d  DCM de s ign cons is t e d  o f 
t hre e  s e para t e  DCMs  (s uch t ha t  a  s ing le  m it iga t e d  
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DCM block cons is t s  o f t hre e  ind ividua l DCMs ) , e ach 
in t he ir own c lock dom ain wit h no  c lock vo t ing  
t aking  p lace  (a lt hough cont ro l log ic  was  t rip lica t e d) .  
The  de s ign was  im ple m e nt e d  wit h GLUTMASK 
d is ab le d , i.e . t he  DCM’s  dynam ic  re configura t ion 
port  (DRP)  as s oc ia t e d  b it s  we re  be ing  s c rubbe d .  
Wit hout  GLUTMASK d is ab le d , t he  DRP b it s  would  
no t  be  s c rubbe d . Each out put  c lock o f e ach 
ind ividua l DCM fe d  a  t wo-b it  count e r, whos e  out put  
we nt  int o  a  m inorit y vo t e r. If a  d is c re pancy 
occurre d  in t he  out put  count e rs , t he  DCM was  
re s e t . A s ys t e m  fa ilure  was  count e d  if t wo  or m ore  
DCMs  ne e de d  t o  be  re s e t  a t  t he  s am e  t im e , whe re  
“s am e  t im e ” is  de fine d  as  happe ning  wit hin a  s ing le  
s c rub  cyc le .  All count e r out put s  and  re s e t  count s  
we re  m onit o re d  and  re corde d  in a  s t rip -chart  during  
t he  t e s t s . 

C. Mode l De s crip t ion 
Be fore  d is cus s ing  how t o  p re d ic t  and  

m e as ure  e rro r ra t e s  on TMR’e d  s ys t e m s , a  s e t  o f 
t e rm ino logy m us t  be  e s t ab lis he d .  As  d is cus s e d  in 
de t a il in [8 ] , fo r e ve ry fe e dback pa t h o r re g is t e r, a  
t rip lica t e d  s e t  o f m ajorit y vo t e rs  is  ins e rt e d .  This  
g roup ing  o f t rip lica t e d  log ic , re g is t e rs , and  vo t e rs  is  
re fe rre d  t o  as  Groups , and  t he  num be r o f t he m  is  
de no t e d  in t he  fo llowing  e quat ions  as  M. The  s c rub  
t im e , TC, is  t he  pe riod  by which t he  de vice  is  
m onit o re d  and  s c rubbe d  fo r SEU.   The  unde rlying  
pe r-b it  ups e t  ra t e  (b it -e rro rs  pe r b it -s e cond) , r, is  a  
p roduc t  o f t wo  m e as ure m e nt  param e t e rs :  t he  pe r-
b it  configura t ion SEU cros s -s e c t ion [σper-bit(L) ]  and  
t he  ion flux, f .  A pe r-b it  c ros s  s e c t ion is  ca lcula t e d  
by d ivid ing  s t a t ic  ups e t s  by flue nce , and  is  as s igne d  
t o  t he  e ffe c t ive  LET of t he  t e s t  part ic le  s e le c t e d  by 
t he  t e s t  e ng ine e r ( s e e  Se c t ion St at ic  SEU Re s pons e  
in Se c t ion IV fo r e xam ple ) .  Typ ica lly, once  a  
conve nie nt  e ffe c t ive  LET is  s e le c t e d , only t he  flux 
( ions / cm 2 / s e c )  is  varie d  t o  achie ve  da t a  t ha t  is  
p lo t t e d  aga ins t  t he  t he ore t ica l p re d ic t ion.  While  
e it he r param e t e r can be  varie d  t o  achie ve  various  
va lue s  o f r, t he  flux is  ge ne ra lly varie d  t o  s ave  t im e  
a t  t he  acce le ra t o r.   For e ach run, t he  s ys t e m -e rro r 
c ros s -s e c t ion (pe r de vice )  is  ca lcula t e d  in t he  us ua l 
m anne r ( t he  num be r o f s ys t e m  e rro rs  d ivide d  by 
t he  t o t a l flue nce ) .  The  s ys t e m -e rro r c ros s -s e c t ion 
is  m ult ip lie d  by t he  re corde d  flux and  t he  s ys t e m -
e rro r ra t e  ( s ys t e m  e rro rs / s e c ) , R, is  t he  p roduc t .  
The  s ys t e m -e rro r ra t e  is  t he n p lo t t e d  aga ins t  t he  
raw b it -flip  ra t e  s howing  an e xpe rim e nt a l 
de t e rm ina t ion o f R a s  a  func t ion o f r.   

The  t he ore t ica l de t e rm ina t ion o f R and  it s  
approxim at ion [ e quat ion (4 ) ] , which is  de rive d  in 
[3 ] , is  g ive n by 

 
(1 )  
 

whe re  Ni re p re s e nt s  t he  num be r o f configura t ion 
b it s  in a  s ing le  t rip lica t e d  dom ain o f t he  it h g roup .  
The  e xac t  e qua t ion (1 )  can be  approxim at e d  as   

 

(2 )  
 
whe re  M2 , M3 , and  M4  a re  t hre e  m om e nt s  ins t e ad  o f 
t he  com ple t e  s e t  o f M m om e nt s .  The s e  t hre e  a re  
de fine d  by  
 

 

 

 
 

In p rac t ice , M2 , M3 , and  M4  t yp ica lly have  t he  
s am e  va lue s .   Approxim at ing  t he  num be r o f b it s  
(Ni)  in a  t rip lica t e d  dom ain is  ve ry im prac t ica l. In 
cont ras t , t he  num be r o f g roups , M, is  fa irly e as y t o  
e s t im at e  us ing  a  t oo l s uch as  FPGA e d it o r t ha t  can 
count  t he  num be r o f ins t ant ia t ions  g ive n by a  
nam e , and  TC is  t yp ica lly we ll de fine d  by t he  
de s igne r.  

The  above  approxim at ion (Equat ion 2 )  was  
augm e nt e d  t o  fit  da t a  t ha t  cont a ine d  s ing le  po int s  
o f fa ilure , i.e . unm it iga t e d  c ircuit ry.  The  
augm e nt e d  approxim at ion, de rive d  in t he  appe nd ix, 
is  g ive n as , 
 

                        (3 )  

 
whe re  MU is  t he  t o t a l num be r o f unm it iga t e d  
configura t ion b it s , and  R is  ca lcula t e d  from  (2 )  fo r 
t he  m it iga t e d  b it s .  An approxim at ion t o  (2 )  was  
de rive d  and  de s c ribe d  as   
 

                  (4 )  
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III. EXPERIMENTAL PROCEDURE 

A . Facilit ie s  

The  DCM t e s t ing  was  pe rfo rm e d  a t  
Lawre nce  Be rke le y Nat iona l Labora t o ry’s  (LBNL)  
8 8 -inch cyc lo t ron in vacuum .  A 1 6  Me V pe r AMU 
Argon be am  was  us e d  wit h an e ffe c t ive  LET of 7 .2 7  
Me V-cm 2 / m g .  The  range  o f t his  be am  is  2 5 6  um  in 
s ilicon.  The  m it iga t e d  count e r t e s t ing  was  
pe rfo rm e d  a t  t he  Te xas  A&M Cyclo t ron in a ir.  A 
2 4 .8  Me V pe r AMU Argon and  Kryp t on be am  we re  
us e d  t o  p rovide  an e ffe c t ive  LETs  o f 6 .4  and  2 7 .9  
Me V-cm 2 / m g  re s pe c t ive ly.  The  backs ide  o f t he  
t e s t  de vice s  we re  t hinne d  t o  a  nom inal t hickne s s  o f 
1 0 0 µm . 

B. A cce le rat or Te s t  Me t hodo logy  
Prio r t o  pe rfo rm ing  m it iga t e d  t e s t ing , t he  

unde rlying  ups e t  ra t e  m us t  be  e s t ab lis he d  as  
d is cus s e d  in [5 ] . Whe n t e s t ing  a  m it iga t e d  de s ign, a  
conve nie nt  LET is  s e le c t e d , whe re  “conve nie nt ” 
m e ans  t ha t  ade quat e  count ing  s t a t is t ic s  can be  
ob t a ine d  from  flux le ve ls  ava ilab le  a t  t he  
acce le ra t o r and  us ing  re as onab le  be am  run t im e s . It  
is  im port ant  t o  no t e  t ha t  t he  LET s e le c t e d  s hould , 
if pos s ib le , be  in t he  s a t ura t e d  re g ion o f t he  σper-

bit(L)  curve .  If it  is  s e le c t e d  in t he  kne e  o r be low, 
s light  varia t ions  in LET m e as ure m e nt s  will g re a t ly 
a ffe c t  r. In t his  s e t  o f t e s t s , t he  flux f  is  varie d  from  
one  run t o  t he  ne xt . For e ach run, t he  s ys t e m  e rro r 
c ros s  s e c t ion (pe r de vice  and  de fine d  in t he  us ua l 
way, i.e ., count s  d ivide d  by flue nce ) , de no t e d  
σSYS( f ) , is  m e as ure d  and  t he  flux is  re corde d . This  
p roduce s  a  p lo t  o f t he  s ys t e m  e rro r c ros s  s e c t ion 
as  a  func t ion o f flux. This  p lo t  is  t he n conve rt e d  
int o  a  p lo t  o f R ve rs us  r by m ult ip lying  t he  ve rt ica l 
coord ina t e  σSYS( f )  by f  t o  ob t a in R, and  by 
m ult ip lying  t he  horizont a l coord ina t e  f  by σper-bit(L)  
(whe re  L is  t he  LET us e d  during  t he  s e cond  s e t  o f 
t e s t s )  t o  ob t a in r. The  fina l re s ult  is  an 
e xpe rim e nt a l de t e rm ina t ion o f R a s  a  func t ion o f r. 
 

C. Fault  Inje c t ion Te s t  Me t hodo logy  
Part ia l re configura t ion fault  inje c t ion is  

pe rfo rm e d  in a  s im ila r m anne r t o  a  configura t ion 
re adback-s c rubb ing  rout ine .  Whe n t his  approach is  
app lie d , a  configura t ion cont ro lle r dynam ica lly and  
part ia lly re configure s  t he  configura t ion b it s t re am  
t hrough t he  SMAP or JTAG port .  While  it  is  pos s ib le  
t o  pe rfo rm  dynam ic  part ia l re configura t ion t hrough 
p rogram m ing  t oo ls  s uch as  iMPACT, s im ila rly t o  full 

re configura t ion, it  is  a  ve ry m anual p rac t ice , and  
aga in, full cove rage  is  im prac t ica l t o  accom plis h.   

One  m e t hod  t o  a t t a in full cove rage  is  
accom plis he d  t hrough it e ra t ive  s ing le -b it , part ia l 
re configura t ion fault  inje c t ion; s uch was  t he  
m e t hod  us e d  in t his  work.  The  Xilinx Rad ia t ion Te s t  
Cons ort ium ’s  fault  inje c t ion s ys t e m  e m ploys  an 
aut om at e d  configura t ion cont ro lle r (CONFIGMON) 
and  func t iona l m onit o r (FUNCMON) t ha t  hands hake  
wit h e ach o t he r.  The  s t a t e  flow fo r ve rifying  a  
de s ign is  as  fo llows :   

Upon powe r up , CONFIGMON is  init ia lize d  
and  configure s  t he  DUT.  It  is  t he n in an “IDLE” 
s t a t e  unt il a  com m and  is  g ive n.  Once  t he  com m and  
t o  inje c t  fault s  is  g ive n, a  co rrup t e d  fram e  is  
writ t e n t o  t he  DUT.  Anywhe re  be t we e n 1  and  8  
b it s  can be  corrup t e d  in a  s ing le  fram e  during  any 
g ive n writ e .  Once  t he  writ e  has  be e n confirm e d , 
CONFIGMON will re que s t  FUNCMON t o  run t hrough a  
us e r-de fine d  s e t  o f t e s t  ve c t o rs  t o  de t e c t  whe t he r 
o r no t  t he  fault  inje c t ion caus e d  a  s ys t e m  e rro r.  
Once  t he  t e s t  ve c t o rs  have  fully e xe rc is e d  t he  DUT, 
FUNCMON re port s  t ha t  is  has  com ple t e d  it s  t e s t  
and  re port s  t he  s ys t e m  s t a t us  ( s ys t e m  fa ilure  o r 
no t ) .  If FUNCMON re port s  a  s ys t e m  fa ilure , t he  
addre s s  and  b it ( s )  o f t he  inje c t e d  fault ( s )  a re  
re corde d  in a  re g is t e r t ha t  is  s t rip  chart e d . For 
e ve ry obs e rve d  e rro r, re cove ry m e t hods  s uch as  
s ys t e m  re s e t , configura t ion s c rub , o r full 
re configura t ion a re  a t t e m pt e d  s e que nt ia lly and  
re corde d  unt il full func t iona lit y is  re ga ine d .  If no  
s ys t e m  e rro r is  re port e d  no  ac t ion is  re quire d . The  
corrup t e d  b it  wit hin t he  fram e  is  t he n s c rubbe d  
(corre c t e d)  t he n t he  ne xt  b it  wit hin t ha t  fram e  is  
co rrup t e d . Once  a ll b it s  wit hin t he  fram e  have  be e n 
corrup t e d , t he  fram e  addre s s  re g is t e r (FAR)  is  
inc re m e nt e d , and  p roce s s  re pe a t s .  The  fault  
inje c t ion core  has  t he  capab ilit y o f pe rfo rm ing  t he  
fault  inje c t ion wit h and  wit hout  SEFI de t e c t ion.  
Upon SEFI de t e c t ion, t he  us e r has  t he  op t ion t o  
have  an aut om at e d  re cove ry (aut om at ica lly re cord  
t he  SEFI and  puls e  PROG t o  re configure )  o r t o  
paus e , re m ain in t he  IDLE s t a t e , and  m anually 
re configure  t he  de vice . This  p roce s s  is  re pe a t e d  fo r 
t he  e nt ire  b it s t re am .   

De pe nd ing  upon t he  s ize  o f t he  de vice , s e t  
o f func t iona l t e s t  ve c t o rs , and  s pe e d  s e t t ing  o f t he  
fault  inje c t o r, t his  p roce s s  m ay t ake  m inut e s  t o  
we e ks  t o  com ple t e .  Howe ve r, t he  re s ult ant  num be r 
o f s ing le  po int s  o f fa ilure  is  us e d  t o  achie ve  an 
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e ffe c t ive  approxim at ion t o  t he  s ys t e m  e rro r ra t e  o f 
t he  de vice .   

IV. TEST RESULTS AND DISCUSSION 

A . St at ic  SEU Re s pons e  

The  s t a t ic  SEU re s pons e  is  s hown in Fig . 1 . 
A full de s c rip t ion o f how t he  da t a  was  acquire d  and  
fit t ing  param e t e rs  is  ava ilab le  in [5 ] . 

 
Figure 1 St at ic  SEU pe r-b it  c ros s -se c t ion ve rsus  e ffe c t ive  LET for 
an XQR4 VLX2 0 0 ’s  configura t ion ce lls  [5 ] . 

B. Fault  Inje c t ion Re s ult s  
Fault  inje c t ion was  pe rfo rm e d  on e ach 

de s ign, and  aft e r s e ve ra l it e ra t ions , it  was  found  
t ha t  t he re  we re  no  s ing le  po int s  o f fa ilure  in t he  
fully m it iga t e d  count e r de s ign, nor t he  m it iga t e d  
DCM de s ign.  The  part ia lly m it iga t e d  count e r de s ign 
e xhib it e d  1 2  fault  inje c t ion po int s  t ha t  re cove re d  
via  re s e t  a lone , and  4 0 1 6  t ha t  re cove re d  via  a  
re s e t  and  s c rub . 

The  it e ra t ive  p roce s s  o f t rip lica t ion and  fault  
inje c t ion e xe m plifie d  how aut om at e d  t rip lica t ion 
is n’t  a  pus h-but t on p roce s s .  This  fo rm  of 
m it iga t ion re quire s  in de p t h m it iga t ion ve rifica t ion. 
To  achie ve  full t rip lica t ion, it  is  ne ce s s ary t o  app ly 
a re a  cons t ra int s  t o  t he  t rip lica t e d  dom ains , e ls e  
rout ing  b it s  will be com e  s ing le  po int s  o f fa ilure  due  
t o  dom ain c ros s ing .  Are a  cons t ra int s  phys ica lly 
s e para t e  us e r-de fine d  port ions  o f a  de s ign.  In t his  
ins t ance , we  app lie d  t he  a re a  cons t ra int s  t o  t he  
t hre e  t rip lica t e d  dom ains , phys ica lly s e para t ing  
t he m  on t he  chip  t o  m inim ize  t he  like lihood  o f t he  
p lace  and  rout e  t oo ls  im ple m e nt ing  t he  de s ign in 
s uch a  way t ha t  dom ain c ros s ing  occurs . Howe ve r, 
t his  can s e ve re ly lim it  t he  ove ra ll s ize  and  s pe e d  o f 
t he  de s ign.  Trade offs  be t we e n pe rfo rm ance  and  
re liab ilit y m us t  be  quant ifie d  and  de c ide d  upon.  
The  app lica t ion o f a re a  cons t ra int s  a ls o  re duce s  t he  
p robab ilit y o f MBU induc ing  s ys t e m -le ve l fa ilure s .  

 

C. Mit igat e d  Re s ult s , Rat e  A naly s is , and  
Im plicat ions  o f  Te s t  Re s ult s  

For bo t h o f t he  count e r de s igns , TC was  
e ng ine e re d  t o  be  0 .6 6 9  s e conds .  M was  e s t im at e d  
t o  be  1 1 4 4 0  fo r t he  fully m it iga t e d  de s ign, and  
8 6 5 0  fo r t he  part ia lly m it iga t e d  de s ign t hrough t he  
us e  o f t he  Xilinx PlanAhe ad  Tool [1 0 ] , which 
p rovide s  re s ource  ut iliza t ion s t a t is t ic s  inc lud ing  
vo t e rs .  From  t his  da t a , M is  de t e rm ine d .  MU was  
m e as ure d  t o  be  4 0 1 6  fo r t he  part ia lly m it iga t e d  
de s ign from  t he  fault  inje c t ion re s ult s .  Figure s  2  
and  3  s how acce le ra t o r da t a  (uppe r curve  in Fig . 3 )  
and  t he  t he ore t ica l fit  ( lowe r curve  in Fig . 3 )  fo r 
t he  fully and  part ia lly m it iga t e d  de s igns , 
re s pe c t ive ly.  The  t he ore t ica l curve  in Fig . 3  
re pre s e nt s  a  pe rfe c t ly TMR’e d  de s ign, Equat ion 2 , 
which we  do  no t  have .  The  uppe r fit  co rre s ponds  
t o  Equat ion 3 , whe re  s ing le  po int s  o f fa ilure  have  
be e n t ake n int o  account .  

 

 
Figure 2 Expe rim e nt a l da t a  shown wit h t he  t he ore t ica l m ode l (2 )  
fo r R ve rsus  r o f t he  fully m it iga t e d  de s ign.  Ve rt ica l e rror bars  
re pre se nt  t he  Pois son d is t ribut e d  s t a t is t ica l e rror in count ing  
sys t e m  e rror e ve nt s .  The  horizont a l e rror bars  re pre se nt  
re corde d  fluc t ua t ions  in t he  ion be am  flux whe n re corde d  
( ins t ant ane ous  flux was  no t  re corde d  for e ve ry run) . 
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Figure 3 Expe rim e nt a l da t a  and  fit  (uppe r fit )  fo r t he  part ia lly 
m it iga t e d  count e r de s ign shown wit h t he  t he ore t ica l m ode l (3 )  
fo r R’ ve rsus  r o f t he  part ia lly m it iga t e d  de s ign.  Ve rt ica l e rror 
bars  re pre se nt  t he  Pois son d is t ribut e d  s t a t is t ica l e rror in 
count ing  sys t e m  e rror e ve nt s .  The  horizont a l e rror bars  
re pre se nt  re corde d  fluc t ua t ions  in t he  ion be am  flux whe n 
re corde d  ( ins t ant ane ous  flux was  no t  re corde d  for e ve ry run) . 
 
 
The  re m aining  variab le s  in t he  t he ore t ica l fit , M2 , 
M3 , and  M4  ( t he  t hre e  m om e nt s  o f t he  Ni 
quant it ie s ) , a re  de fine d  by fit t ing  t he  m ode l t o  t he  
e xpe rim e nt a l da t a .  The  m om e nt s  we re  found  t o  be  
1 2 2  and  3 0 2  fo r t he  fully and  part ia lly m it iga t e d  
de s igns  re s pe c t ive ly. Once  an appropria t e  fit  is  
de fine d , ra t e s  in a  g ive n s pace  e nvironm e nt  s hould  
be  e s t im at e d  by firs t  e s t im at ing  t he  e xpe c t e d  raw 
b it -flip  ra t e  fo r t ha t  e nvironm e nt . The n, t he  
appropria t e  fit  (e .g ., t he  fit  us e d  t o  p roduce  t he  
curve  in Fig . 3  fo r t he  fully m it iga t e d  de s ign)  is  
us e d  t o  e s t im at e  t he  s ys t e m  e rro r ra t e .  For 
e xam ple , t he  e xpe c t e d  raw b it  flip  ra t e  fo r a  Virt e x-
4  de vice  due  t o  GCR in s o lar m inim um  cond it ions  is  
3 .2 x1 0 -1 2  b it -e rro rs / b it -s e cond  [5 ] .  Whe n t ha t  is  
app lie d  t o  t he  fully m it iga t e d  de s ign, we  can e xpe c t  
an e rro r ra t e  o f 4 .0 x1 0 -1 5  s ys t e m  e rro rs / s e cond , o r 
1 .3 x1 0 -4  s ys t e m  e rro rs / m ille nnium .  Whe n app lie d  
t o  t he  part ia lly m it iga t e d  de s ign, we  can e xpe c t  an 
e rro r ra t e  o f 1 .3 x1 0 -8  s ys t e m -e rro rs / s e cond , o r 
approxim at e ly one  e ve nt  e ve ry 2 .5  ye ars .  The  
fa ilure  ra t e  fo r t he  part ia lly m it iga t e d  de s ign is  t he  
s am e  as  t he  e xpe c t e d  ups e t  ra t e  fo r 4 0 1 6  
configura t ion b it s , t he  num be r o f s ing le  po int s  o f 
fa ilure  in t he  de s ign ( i.e . 3 .2 0 x1 0 -1 2  b it -e rro rs / b it -
s e cond  t im e s  4 0 1 6  b it s  e qua t e s  t o  1 .3 x1 0 -8  b it -
e rro rs / s e cond) .  What  t his  s hows  us  is  t ha t  if 
p rope rly im ple m e nt e d , fault  inje c t ion can be  a  ve ry 
accura t e  t oo l t o  p re d ic t  s ys t e m  e rro r ra t e s .  
Howe ve r, t he  acce le ra t o r will a lways  p roduce  t he  
m os t  e xhaus t ive  ve rifica t ion.  Furt he rm ore , t he  

m ode l can a ls o  be  us e d  t o  p re d ic t  s ys t e m  e rro r 
ra t e s  from  high-flux e ve nt s  s uch as  s o la r fla re s . 

Ot he r p re d ic t ions  can a ls o  be  m ade . Once  
acce le ra t o r da t a  is  acquire d  t o  ve rify accuracy o f 
t he  R-m ode l, t he  de s ign e ng ine e rs  can now a lt e r 
s c rub  t im e s  t o  s e e  how t ha t  will a ffe c t  t he  fa ilure  
ra t e .  For e xam ple , ins t e ad  o f s c rubb ing  t he  fully 
m it iga t e d  de s ign a t  TC=0 .6 6 9  s e conds , we  
im ple m e nt  a  s che m e  whe re  t he  configura t ion 
m anage r b lind ly re configure s  t he  part  once  pe r day. 
The  p re d ic t e d  s ys t e m  e rro r ra t e  now be com e s  
5 .1 x1 0 -1 0 , o r a  lit t le  m ore  t han 1 .6  s ys t e m  e rro rs  
pe r ce nt ury (on t he  o rde r o f t he  de vice  SEFI ra t e ) .  
It  s hould  be  no t e d  t ha t  if t he  s am e  re configura t ion 
m e t hodology is  app lie d  t o  t he  part ia lly m it iga t e d  
de s ign, it  doe s  no t  a ffe c t  t he  fa ilure  ra t e , as  t he  
s ing le  po int s  o f fa ilure  dom inat e  t he  s ys t e m  e rro r 
ra t e . Howe ve r, t he  s c rub  t im e  will a ffe c t  t he  
re cove ry ra t e , i.e ., unle s s  t he  configura t ion 
m anage r is  a le rt e d  t o  t he  func t iona l fa ilure , t he  
s ys t e m  will no t  re cove r unt il t he  b lind  
re configura t ion is  e xe cut e d .   

The  fit  s hown in Fig . 4  s hows  a  quadra t ic  
re la t ions hip  be t we e n t he  s ys t e m  e rro r ra t e  fo r 
DCMs  and  t he  raw b it  flip  ra t e , as  we  e xpe c t  t o  s e e . 
The  s m all-r approxim at ion was  us e d  t o  fit  t his  da t a , 
and  as  s uch is  only app licab le  fo r s m all r, i.e . t he  fit  
doe s  no t  s a t ura t e . The  re s ult  re info rce s  t he  be lie f 
t ha t  t he  de s ign is  co rre c t ly TMR’e d  (as  im plie d  from  
t he  fault  inje c t ion t e s t ing ) .   

 
Figure 4 Expe rim e nt a l da t a  shown wit h t he  sm all-r approxim at ion 
(4 )  fo r R ve rsus  r o f t he  part ia lly m it iga t e d  de s ign. Ve rt ica l e rror 
bars  re pre se nt  t he  Pois son d is t ribut e d  s t a t is t ica l e rror in 
count ing  sys t e m  e rror e ve nt s .   

 
A s pace  ra t e  fo r t his  de s ign can now be  

e xt rapo la t e d  by e xt e nd ing  t his  t re nd  down t o  lowe r 
flux le ve ls  e ncount e re d  in s pace .  Us ing  t he  s am e  r 
(GCR, s o la r m inim um ) as  in t he  p re vious  e xam ple s  
and  e xt rapo la t ing  t he  quadra t ic  fit  from  Fig . 4  t o  
t he  e xpe c t e d  b it  flip  ra t e , we  ge t  a  fa ilure  ra t e  o f 
approxim at e ly 1 .0 x1 0 -2  s ys t e m  e rro rs  pe r DCM 



 7  

c ircuit -ce nt ury, i.e . once  e ve ry 1 0 ,0 0 0  ye ars .  This  
ra t e  com pare d  t o  t he  de vice  SEFI ra t e , which fo r a  
GEO orb it  is  approxim at e ly one  pe r ce nt ury, im plie s  
a  m ore  t han s a t is fac t o ry ra t e  fo r t his  m it iga t ion 
s t ra t e gy.  The  de vice  SEFI e rro r ra t e  is  inde pe nde nt  
o f de s ign, and  canno t  be  m it iga t e d  out .  The  SEFI 
e rro r ra t e  is  t he  be s t  s ys t e m  e rro r ra t e  one  can 
e xpe c t  t o  achie ve  from  t he s e  de vice s , s o  once  a  
de s ign has  be e n m it iga t e d  be low t ha t  ra t e , t he  
de vice  will have  achie ve d  m axim um  robus t ne s s . 

It  s hould  be  no t e d  t ha t  a ll t e s t ing  was  
pe rfo rm e d  a t  norm al inc ide nce .  While  no  MBU 
e ffe c t s  we re  obs e rve d  in t he  da t a  (nam e ly due  t o  
t he  a re a  cons t ra int s  app lie d  t o  t he  de s igns ) , t he  
p robab ilit y o f MBU induce d  s ys t e m  fa ilure s  will 
inc re as e  a t  ang le .  This  e ffe c t  was  no t  quant ifie d  in 
t his  s t udy, and  is  a  pos s ib le  a re a  o f fut ure  work.  
MBU e ffe c t s  will m anife s t  wit hin t he  da t a  as  s ing le  
po int s  o f fa ilure .  That  is  t o  s ay, a t  low b it -flip  
ra t e s , MBU induce d  s ys t e m  e rro rs  will be g in t o  
s how t he  s am e  de via t ion from  t he  m ode l as  s ing le  
po int s  o f fa ilure . 

V. SUMMARY 

In s um m ary, we  have  p re s e nt e d  a  m ode l and  
t e s t  m e t hodo logy fo r de t e rm ining  e rro r ra t e s  o f 
TMR’e d  s ys t e m s .  We  have  s hown t ha t  t he  m ode l 
fit s  acce le ra t o r da t a  and  corre la t e s  t o  be nch-t op  
fault  inje c t ion m e as ure m e nt s . 
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APPENDIX 
 

A.1 System Error Rates for Devices having Partial TMR 
Protection 
 

A p re vious  ana lys is  [3 ]  ca lcula t e d  s ys t e m  
e rro r ra t e s  p roduce d  by s ing le -e ve nt  ups e t s  in 
t rip le -m odular re dundancy (TMR) de vice s . The  
p re vious  ana lys is  cons ide re d  de vice s  t ha t  a re  fully 
p ro t e c t e d  by TMR. He re  we  cons ide r de vice s  in 
which one  port ion is  p ro t e c t e d  by TMR while  
ano t he r port ion is  no t . A port ion o f t he  de vice  
(e .g ., a  m e m ory array)  is  fully p ro t e c t e d  by TMR, 
while  ano t he r port ion (e .g ., an out put  buffe r)  has  
no  TMR pro t e c t ion. The  p ro t e c t e d  port ion is  ca lle d  
“Sys t e m -P” and  t he  unpro t e c t e d  port ion is  ca lle d  
“Sys t e m -U” in t he  figure . The re  is  an infinit e  varie t y 
o f ways  in which a  de vice  can be  part ia lly p ro t e c t e d  
by TMR, but  s e le c t ing  a  part icular p ro t o t ype  fo r 
illus t ra t ion m ake s  vis ua liza t ion e as ie r. The  e nt ire  
de vice  is  a  b lack box in t he  s e ns e  t ha t  t he  only 
t hing  t ha t  is  obs e rvab le  is  t he  s igna l a t  t he  out put . 
The  out s ide  world  canno t  d is t inguis h an e rro r in 
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                                                       (A2 )  

To  cont inue  wit h t he  ana lys is , we  ne e d  t o  
e va lua t e  t he  p robab ilit y P appe aring  in (A2 ) . The  
p robab ilit y o f a  Sys t e m -P e rro r during  one  cyc le  
was  a lre ady de no t e d  PP. Le t  PU de no t e  t he  
p robab ilit y o f a  Sys t e m -U e rro r during  one  cyc le , 
which is  t he  p robab ilit y o f one  o r m ore  b it  flips  in 
Sys t e m -U during  one  cyc le . The  p robab ilit y func t ion 
is  an add it ive  s e t  func t ion and  has  t he  p rope rt y 
t ha t  can be  writ t e n in ge ne ric  no t a t ion as  
 

 
 

whe re  A  and  B a re  a rb it ra ry e ve nt s  ( s ubs e t s  o f t he  
s am ple  s pace ) . If t he  e ve nt s  a re  s t a t is t ica lly 

inde pe nde nt  we  a ls o  have  P(A∩B)  =  P(A )P(B)  and  
t he  above  e quat ion be com e s  
 

 
 

In part icular, le t  t he  e ve nt  A be  a  Sys t e m -P e rro r 
and  le t  t he  e ve nt  B be  a  Sys t e m -U e rro r. The s e  
e ve nt s  a re  s t a t is t ica lly inde pe nde nt  s o  t he  above  
e quat ion app lie s  and  g ive s  
 

 
 

Subs t it ut ing  t his  int o  (2 )  and  us ing  (1 )  g ive s  
 

                                     (A3 )  

 
To  finis h t he  ana lys is  we  ne e d  t o  e va lua t e  PU 

and  RP appe aring  in (A3 ) . Re ca ll t ha t  PU is  t he  
p robab ilit y o f one  o r m ore  b it  flips  in Sys t e m -U 
during  one  cyc le . Po is s on s t a t is t ic s  g ive s  
 

 
 
whe re  MU is  t he  num be r o f b it s  in Sys t e m -U and  rU 
is  t he  pe r-b it  b it -flip  ra t e  fo r t he  b it s  in Sys t e m -U. 
Subs t it ut ing  t his  re s ult  int o  (A3 )  g ive s  
 

                 (A4 )  
 
Fina lly, an e xpre s s ion fo r RP was  de rive d  in [3 ]  and  
is  g ive n by 

 
(A5 )  

 
whe re  rP is  t he  raw ( i.e ., wit h TMR d is ab le d)  pe r-b it  
b it -flip  ra t e  fo r t he  b it s  in Sys t e m -P, and  t he  
param e t e rs  M, M2 , M3 , and  M4  a re  de fine d  in [3 ] . 
Not e  t ha t  (A5 )  is  ac t ua lly an approxim at ion, but  
t he  accuracy is  s o  high t ha t  it  is  cons ide re d  e xac t  
in t he  d is cus s ions  g ive n he re . 
 

The  fina l re s ult  cons is t s  o f (A4 )  and  (A5 ) . 
This  re s ult  s im plifie s  if rU and  rP a re  bo t h s uffic ie nt ly 
s m all be caus e  (A5 )  re duce s  t o  
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while  t he  e xpone nt ia l func t ion in (A4 )  can a ls o  be  
approxim at e d . The  re s ult  is  

 
(A6 )  

 
If t he  b it s  a re  t he  s am e  in bo t h s ubs ys t e m s , s o  t ha t  
rU and  rP have  a  com m on va lue  t ha t  can be  de no t e d  
r, t he n a  p lo t  o f R ve rs us  r s hould  fo llow t he  
quadra t ic  fo rm  g ive n by 

 
 
 

unt il r be com e s  la rge  e nough t o  m ake  it  ne ce s s ary 
t o  re p lace  (A6 )  wit h (A4 )  and  (A5 ) . 
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